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Baylor University

Baylor University chose PGP Whole Disk Encryption to safeguard sensitive information

and help protect students’ privacy.

Baylor University is the largest Baptist university in the world, with a 735-acre campus and
almost 14,000 students from all 50 states in the U.S. as well as from 70 other countries. Its
nationally recognized academic divisions offer 146 undergraduate, 73 master’s, and 22 doctoral
degree programs plus a juris doctorate program in the School of Law.

The Challenge

Universities hold a great deal of personal information about their students and other constituents
that needs to be safeguarded. Baylor employees had taken notice of the recent newspaper
headlines about security breaches at other organizations and the impact on their reputations.
These incidents, along with a range of applicable legislation and best practices in higher educa-
tion, reinforced Baylor University’s need to keep sensitive information secure.

Protect reputation. As outlined in Chapter 48 of the Texas Business and Commerce Code, if a

security breach were to occur, Baylor would need to immediately notify any individuals affected.

This requirement is similar to the provision in California Senate Bill 1386, the first state law
requiring businesses to notify affected individuals when their personal information is disclosed
due to a security breach. If needed, managing the notifications and resolving any issues could
have a significant financial impact on the university as well as create unwanted negative
publicity.

Safeguard laptops. Many staff members at Baylor use laptop computers to increase their
productivity and efficiency. The portable nature of laptops makes them more susceptible to loss
or theft, however, potentially leading to the exposure of sensitive information. Baylor needed a
way to safeguard this information and prevent such exposure or leakage.

Limited resources. Baylor required a data encryption solution that could be easily managed
with little oversight by the IT staff and would integrate well with the existing infrastructure. In
addition, the university wanted a solution that could be expanded easily as future encryption
needs arose, rather than need to be replaced.

Demanding environment. Equally important, Baylor needed encryption software that could
accommodate the needs of today's sophisticated academic users. With both PC and Mac
systems as well as workstations shared by multiple individuals on a daily basis, Baylor required
an encryption solution that would ensure users could work without interruption and were also
confident of their privacy.

The Solution

Baylor carefully evaluated three data encryption solutions and ultimately chose PGP Whole
Disk Encryption centrally managed by PGP Universal Server to protect laptop data with full disk
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encryption. “We compared all the key features and could see
that the PGP® solution offered the most solid technology.

We knew it would make our day-to-day lives easier,” says
Baylor's Information Security Officer, Jon Allen. The university
also identified PGP Universal™ Gateway Email as a possible
solution to secure emails in the future as they enter and leave
the network.

Proven technology. “\We wanted software that had been
tested in the real world,” says Allen. “It is well-known that
PGP® technology provides a solid security platform that has
been proven effective repeatedly over time.” Before making
his decision, Allen spoke to other PGP customers and after
hearing about their positive experiences, decided to test the
software in the university’s environment. “We threw every
scenario we could think of at the software, and were very
pleased with the results,” Allen adds.

Compatibility with existing infrastructure. Baylor had
already invested a significant amount of resources into
setting up a Microsoft Active Directory infrastructure. As Allen
explains, “We knew PGP Universal Server would be able to
integrate with our existing environment, saving us the time
and expense of creating a duplicate infrastructure or being
forced to replace the present setup.”

PC or Mac. A large university such as Baylor typically requires
a variety of computers to meet the needs of students, staff,
and faculty. "Although PCs make up the majority of our
workstations, we also have a percentage of Macs. We needed
to be able to safeguard both types of systems, and PGP
Whole Disk Encryption offered that capability,” says Allen.

Lower operational costs & minimal maintenance. Baylor
was looking for a solution that would not require a good deal
of ongoing support. When a user lost his/her passphrase, for
example, the university wanted a way to resolve the issue

quickly. “The process for handling lost passphrases with PGP

“A huge weight has been lifted off
my shoulders since PGP Whole
Disk Encryption was installed
on my laptop. It's a tremendous
benefit to be able to take my
laptop wherever | go and not
have to worry.”

Becky King

Interim CIO
Baylor University

Whole Disk Encryption is much more streamlined than with
competing software,” says Allen. “There is less room for error
in this situation, and we knew the PGP solution would make
things easier for us and for our help desk.”

Room to grow efficiently. \When future encryption needs
arise, Baylor's investment in the PGP® Encryption Platform
will provide the flexibility to deploy and manage multiple
encryption applications cost-effectively from a single manage-
ment console. For example, when email security becomes a
concern, Baylor can simply add the PGP Universal Gateway
Email application to the existing platform. The university will
not need a separate or additional infrastructure and opera-
tional costs will be lower because both PGP products share a
common management architecture.

Partnership. “\We didn't want a software vendor, we wanted a
technology partner,” Allen says. “We could see the commitment
PGP Corporation has to the technology and to a partnership
with us. The company understands our long-term goals and was
willing to take on the challenges of the highereducation market.
That was an important factor in our decision.”

The Results

PGP Universal Server and PGP Whole Disk Encryption are
now an important and integral part of Baylor University's
information security system. Baylor acquired the solution
through a PGP® Certified Solution Partner (CSP). “We do a lot
of business with this reseller, and they were extremely helpful
during this project,” says Allen.

Easy start. According to Allen, PGP Universal Server setup
was easy: “We set the server up quickly and right on time,
which allowed us to focus on fine-tuning PGP Whole Disk
Encryption to our specific environment.” Because the PGP
Encryption Platform architecture is automatically deployed
with the first PGP application installed, the information
security manager can easily add other encryption applications
as new needs arise.

PGP Support. During initial software setup and testing, Allen
worked closely with the PGP® Support organization. “Overall,
we were very pleased with the performance of the software.
There were a few issues that arose because of unique higher
education requirements; however, PGP Support worked

with us to resolve them quickly and accurately, allowing for a
smooth deployment,” Allen says.

Transparent to users. Even in Baylor's multi-user shared
environment, PGP Whole Disk Encryption remains transparent,
performing encryption and decryption in the background.

“I've had zero complaints from users,” Allen reports. “They're
able to do their work as before, and most say they don't even
notice the software.”
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Minimal use of resources. Allen and Adam Sealey, Baylor's
network security analyst, are the people users call if they

have any problems. “We've had very few calls from users,”
says Allen. “The only reason users call is because of forgotten
passphrases,” Sealey explains, “and we're able to fix that issue
easily within minutes.”

Productive peace of mind. In the past, some of Baylor’s
staff had expressed concern about traveling with their laptops.
Although their productivity depended on this mobile flexibility,
they were anxious about the possibility of system theft or
loss. As Becky King, Baylor's interim CIO, explains, “A huge
weight has been lifted off my shoulders since PGP Whole
Disk Encryption was installed on my laptop. It's a tremendous
benefit to be able to take my laptop wherever | go and not
have to worry.” Allen adds, “Now, if someone loses a laptop,
we don't have to be concerned about sensitive information
being exposed and can avoid unnecessary costs and potential
headaches both for us and for our students.”

Summary

Within Baylor's budget and unique environment, PGP®
encryption software has provided a low-maintenance way to
safeguard sensitive information now while proactively laying
the foundation for future security needs. Allen summarizes:
“In PGP Corporation, we found both a strong, long-term data
security solution and a solid partner at the same time.”

About the PGP Encryption Platform. The PGP Encryption
Platform reduces the complexities of protecting business
data by enabling organizations to deploy and manage multiple
encryption applications cost-effectively from a single manage-
ment console. Deployed with the first encryption application,
the PGP Encryption Platform makes installing a separate or
additional infrastructure unnecessary when the organization
needs other encryption applications. The PGP Encryption
Platform supports the broadest range of integrated applica-
tions to secure email, laptops, desktops, instant messaging
(IM), PDAs, network storage, FTP or bulk data transfers, and
backups.

About PGP Corporation. PGP Corporation, a global security
software company, is the leader in email and data encryption.
PGP solutions are used by more than 80,000 enterprises,
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businesses, and governments worldwide, including 95 percent
of the Fortune® 100, 75 percent of the Fortune® Global 100,

87 percent of the German DAX Index, and 51 percent of the
U.K. FTSE 100 Index. As a result, PGP Corporation has earned

a global reputation for innovative, standards-based, and trusted
solutions. PGP solutions help protect confidential information,
secure customer data, achieve regulatory and audit compliance,
and safeguard companies’ brands and reputations. Contact
PGP Corporation at www.pgp.com or +1-650-319-9000.

PGP (GB) Ltd.

8 The Square Stockley Park, Uxbridge UB11 1 FW, U.K.
Tel: +44 (0)20 8622 3039 Fax: +44 (0)20 8610 6860
www.pgp.com/uk

PGP Deutschland AG

Christian-Pless-Str. 11-13, 63069 Offenbach am Main, Germany
Tel: +49 69 838310 0 Fax: +49 69 838310 66

www.pgp.de

PGP Japan K.K.

Ark Mori Bldg. West 12F, 1-12-32 Akasaka Minato-ku
Tokyo 107-6012 Japan

Tel: +81 03 4360 8308 Fax: +81 03 4360 8201
www.pgp.com/jp/

About Accudata Systems. A member of the PGP® Global
Partner Program, Accudata Systems successfully managed
the deployment of the PGP Encryption Platform—-enabled
applications at Baylor University. Accudata Systems is an IT
consulting and integration firm with more than two decades
of experience providing high-impact IT services and integrated
solutions. With focused competencies in Enterprise Platforms,
Security, Infrastructure, and Assessment & Consulting,
Accudata Systems provides a full array of services ranging
from technology assessments to project deployment and
support. As trusted advisors to clients, the company assists
them in creating and supporting a computing environment
that maximizes their investment in information technology.
Accudata Systems is headquartered in Houston, TX, and has
offices in Dallas, Austin, and San Antonio.
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